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Abstract Experimental Validation
We introduce an encrypted control system (ECS) that is a novel + The encrypted control method enables to be implemented in a practical
concept and an imp|ementation method for Cyber-secu nty control system without degradation of the intended control performance.
enhancement in the control engineering field[1]. Using a public key
encryption scheme, ECSs can not only conceal signals and Encrypted PID controli2]
parameters inside a controller but also make it easy to detect B a position control system with a DC motor
_cyber-attacks. We show that linear contrpllers can be construct_ed @ encryption key: 10, 20, 26 bit
in .the form of ECS and that the ECS is practical and effective @ 26 bit key encryption:
using our developed testbed control system. |
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@ Dec(decryption): Dec(k,, C) := cy(cf)™" mod p = m’ AttaCK DeteCtlon
m: plaintext  C: cipher text + ESCs have high sensitivity against falsification attacks and make it easy
Multiplicative homomorphism to detect.
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Future Work
3. insert encryption and decryption schemes and a quantizer that converts _ _ o
reference iterative tuning.
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